The Coast Guard’s Information
Sharing Process

In February 2003, The Coast Guard,
National Response Center (NRC) and

National Infrastructure Protection Center
(NIPC) signed a MOU.
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Maritime ISAC
The Partnership
Public Private

» Department of Homeland « Port Authorities

Security « Maritime Exchanges
* U.S. Coast Guard « Facility Operators
+ Federal, State & Local « Vessel Owners &

Law Enforcement Operators
* Federal, State & Local * Port Services & Support

Emergency Response Organizations

Organizations . Labor

* Intelligence Organizations Port Dependent &
* International Partners Interdependent

Organizations
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For Further Information, contact
LCDR Thomson (202) 267- 6166
or LT Kenneth Washington
(202) 267- 0029.

www.uscg.mil/hg/
g-m/mp/news_events.shtml
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Maritime ISAC
Typical Information Flow
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SENSITIVE INFORMATION IN THE
MARITIME ENVIRONMENT
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WHAT IS SENSITIVE INFO
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COAST GUARD INFO PROCESSING

 Sensitive Security Information (SSI)

* For Official Use Only (FOUO)
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SENSITIVE SECURITY INFO
1S

» Specific information that would be a
detriment to transportation security if
improperly released,;

« information that would be an unwarranted
invasion of personal privacy;

« orreveal a trade secret or privileged or
confidential commercial or financial
information
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CLASSIFIED INFORMATION

+ Classification is reserved for specific categories of
information as defined in E.O. 12958

 We must stress that classified information is not SSI
and generally will not be released to industry

+ The CG is developing a classification guide for
maritime issues for use within the Department of
Homeland Security

« Certain state, local, and industry partners will be
designated for clearances by the COTPs
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SENSITIVE SECURITY
INFORMATION (SSI)

e TSA’s SSI regulation is 49 CFR Part
1520

e Coast Guard interpretation of the TSA
reg is found in NVIC 10-04 (specific to
the maritime community)

e See http://www.uscqg.mil/hg/g-
m/nvic/index.htm for a copy
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Examples of Maritime SSI

Facility/Vessel Vulnerability Assessments
Facility/Vessel Security Plans

The Area Maritime Security (AMS) Plans
Any vulnerability assessments in the AMS

Specific details of your facility or vessel
security response plans
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Handling SSI

* You must take reasonable steps to
safeguard SSI

« SSI should only be shared with employees
and contractors that have a need to know

* NVIC 10-04 provides guidance

4% Homeland skl
I PRV
=7 Securi fv h """’Gsf::’

S —

“America’s Waterway Watch”

Maritime Homeland Security
Outreach and Awareness
Program

Family of Watch Programs
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—<  Program Summary

* Following 9-11, Coast Guard
"encouraged maritime stakeholders
to report suspicious activity to the

National Response Center

* Field units engaged in educating
the public to report suspicious
act1v1ty

_— Program Summary

* Approximately 34 local waterway
watch programs have been started

* America’s Waterway Watch is
locally focused but nationally
connected.

“America’s Waterway Watch”
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B
Central Reporting Information
The National Response Center

1-800-424-8802
Or 1-877-24-WATCH (9-2824)

Local Law Enforcement
(Emergency Situations)

911 or Ch-16 VHF-FM
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o Report Suspicious Activities

800~ 424 8802

877-24 wa-rcu
For Immediate Danger
Life or Property
am
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America's
Waterways
e et Safe and




Brochure (Inside Page)

America’s coasts,
rivers, bridges. tunnals,
ports, ships, military

industries may be the
terrorists’ next targets.

Waterway security is
better than ever.

But with more than

e ware of
she kowcanon kered 1 e rghe, incliding:

= Pecple sppesring 1o be engaged
srvedlance of sy kired (rote takireg,
shooting videodphosas, making sketches.
o mking questions).

= Prople near critical facilities whe do not fit
thee surroundineg sirorement weh #
Iredividuaals wearing mmpropes stise.

& Pecinerinng of toiaing i intadonto the
watery or shorskne.

= Unattendend veiseh of vebicles in unimial
Recations.

95,000 miles of
more than 290,000
square miles of water
and approximately 70
millian recreational
boaters in the United
States, the U.S. Coast
Guard and local first
responders can't do the
iob alome,

Many Americans have
asked, “How can | help?”

This is how.

LIS g actRATy,

Ueusuat numiber of people onboard.

Uinistisd night opartions

® Operatine in or putding Hicugh 4 ares that
doet ot typically have such activity.

# Minaing fencing or lighting near sensithe
Roxcatians.

* Anchoring in an ares not typically uved for
ancharage.
= Tranater of peopshe or things brtmen
A tsats of bt vhi and thene.
# People showiih UICOMITAC Hberest in secu-
ity measures, entry poinks o acoes contioh.
* Wncdividuahs etabishing brrsnesses of rad
e foced UAds e Lerrithe Bcations.
® Srmall plarnes lying over critical area.
* People atbemgting 10 by o vt fishing oo
smcrmationl vesseh with cash for thort-term,
undefined e

Warch for e
Iocatiam:
* Under and arcund

bridges, fumerels, o
overpse.

® News industrial facilsties like povwes
plants and sl chernical cx water infake
facilities.

Hsas mibtary bases and vesseh, oshes
povemment facilities, or security sones.

What to Do

Front

AMERICA'S WATERWAY WATCH

To Report Suspicious Activity Call the National Response Center

B800-424-8802 or B77-24WATCH
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For Immediate Danger to Life or Property

For More Information, Wisit
www.AmericasWaterwayWatch.org

Wallet Card

Back

Watch for vessels and individuals operating in a suspicious manner:

Under and aroand bridges, tunnels, or overpasses.

Near commercial areas like ports, fuel docks, cruise ships, marisas.

Mear military bases and vessels, other government facilities, or security zones.
Near industrial facilities.

Be aware of activity around sensitive Incations, such as:

People appearing to be engaged in surveillance.

Unattended vessels or vehicles. Vessels anchored where they shouldn't be.
Lights flashing between hoats.

Missing fencing or lighting

Transterring of people or things between ships or boats.
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